SwissCyber Initiative
Mapping the Swiss Cybersecurity Landscape

What is the SwissCyber Initiative?

2 UMmETY Objectives Year 2023: Mapping Resources per Domain and University
The SwissCyber Initiative aims to develop a

How Resilient is Switzerland in the Digital World?

comprehensive overview of Switzerland’s

cybersecurity research landscape at the The study aims to map Switzerland's cybersecurity research

intersegtion f’f acaderqia and i.ndustry, enablipg landscape, bridging academia and industry to foster strategic Cybersecurity Research

strategic national and international collaboration. collaboration. Landscape in Switzerland Tablie 3 r:esources invested for each university and research domain (empty cells correspond to
September 2023 a value of zero).

Key Components Analyze & Map
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Cyber-Defence Campus, armasuisse Science and Technology

= Data collection from startups, SMEs, and

= Collect data from startups, SMEs & academia
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UNIBS
UNINE
UNISG
ZHAW
Total

<~ Resources

[ BFH
= EPFL
QST
HSLU
SUPSI
’ UNIBE
F | UNIL
usl
UzZH
N lolvn] s |l =lw —-"ra 4:-’\4 cn{—- #Universities

ETHZ
=M FHNW
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= Comparative analysis (actual vs. target)
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= Build a directory of Swiss actors classified by cybersecurity domain

= Map strategic capabilities of startups, SMEs,
and academia = Allow data-driven strategic planning

Steganography etc.
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Usage

- Data-driven strategic planning Year 2025: Dashboard Design and Visualizations

= Enhanced research-industry collaboration
- Competitive advantage in global » The dashboard aims to present in a clear and efficient way, graphical representations of the cybersecurity ecosystem data that proxy for the R&D intensity in Switzerland
cybersecurity = Organized in two main views. The top one is a world or Swiss map that enables the user to select a dataset among investments, acquisitions, employees, and firm history
= Improved education and workforce alignment = Any of this view can then be filtered by time, country or canton, size, etc.
= The dataset is currently sourced from Crunchbase, with future enhancements to include data from Zefix (Swiss Commercial Register) and the results of the study survey

= The final dashboard will be free and publicly available without restrictions

Five Working Packages

= Each visualization, whether a map or a chart, is optimized for maximum clarity based on the selected dataset

= The dashboard balances an intuitive interface with powerful and accurate data visualization

The SwissCyber Initiative consists of:
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correct/enhance with the company’s legal

status : :
. ARIMA-like (VARIMA) forecasts for funding, Year 2025-2026: Survey and Final Report Design

and other companies KPI’s

= PE-VC methods (e.g., Cochrane 2005) for : :
valuation and forecasts. Mapping the Industrial R&D Landscape

Advisory Board Members The survey aims to enrich and complete our current Crunchbase dataset by validating existing data,
filling information gaps, and identifying unlisted companies.

Umberto Annino
Lead Advisory Board Cybersecurity SATW; Cloud
Solution Architect, Microsoft (Schweiz) GmbH

Data Collection

David Baschung Collect cybersecurity experts, industry stakeholders, and investors knowledge

Lecturer at the Department of Management, Technology,
and Economics, ETHZ Enhance our Crunchbase dataset with missing information and organization

Dr. Maya Bundt

Extract more information about their size, activity, challenges, and views
Multiple Board Member

Prof. Dr. Mathias Humbert
Associate Professor in Cybersecurity, UNIL

Prof. Dr. René Husler
Director, Department of Information Technology, HSLU

mattin EeRtivald Final Report Survey Dissemination Channels
Head of Data, Security & Network, Switch

Dr. Alain Mermoud The final report will present a comprehensive gap analysis of Switzerland's cybersecurity landscape, = LinkedIn posts from SATW, HES-SO Valais-Wallis, and CYD Campus
Head of Technology Monitoring, CYD Campus contrasting national needs with available resources such as funding, skilled personnel, and » LinkedIn reposts from network: Trust Valley, Swiss Cybersecurity Start-Up Map, NCSC, Unlimitrust

CEO Trust Valley, EPFL Innovation Park = Direct email contact from our directory

This assessment will be based on proprietary datasets (including Crunchbase and Pitchbook) and

Dr. Patrick Schaller _ _ _ = Innovation park, HES-SO Valais-Wallis, Unlimitrust, Kudelski, Deftech, Beers on Tuesday
Senior Scientist ETHZ, Lead Swiss Support Center for stakeholder survey results. The report will also feature medium-term forecasts derived from

. _ _ _ _ _ _ = Conferences (CYD Campus conference, Swiss Al Village, Trust Valley)
Cybersecurity (SSCC) aggregated survey data and time series models, complete with confidence intervals, and will be

= Personal networking

validated by a panel of cybersecurity experts to ensure accuracy and relevance.
Dr. Manuel Suter YEp y Y eXp y = Master’s and continuous training programs in cybersecurity

Deputy Director, National Cyber Security Center (NCSC)

Funding Institution Project Lead Communication Research Partner Dr. Dimitri Percia David, Associate Professor, HES-SO Valais-Wallis dimitri.perciadavic@hevs.ch

U zzhnva:;zéerg;;hnesguigssnossenschan VALAIS — » AVEER Dr. Loic Maréchal, Scientific Collaborator, HES-SO Valais-Wallis, loic.marechal@hevs.ch
Contederaaiin siime Hes SO// WALLIS SatW ¥ggggg:ggy [ " ‘,IJ / gﬂ;ﬁ%%’f Valentin Mulder, Scientific Project Manager, CYD Campus, valentin.mulder@ar.admin.ch
Efi;lDidmfftE;hEEfERm o E ﬂ Vladimir Pfister, Project Coordinator, CYD Campus, vladmir.pfister@ar.admin.ch

Research and Innovation SERI

Event Participation and Presentations

Manuel Kugler, Data and Al Programme Manager, SATW, manuel.kugler@satw.ch

Events and Milestones

March 21, 2025: Kick-off meeting with stakeholders (HES-SO, CYD Campus, SATW, and SERI) at the
EPFL CYD Campus

June 4, 2025: First advisory board meeting

GCSP v - 7 —— : = e | c June 20, 2025: First external presentation of the project at the CyberAlp Retreat, Davos
| —— - | = October 28, 2025: Swiss Al Village, Bern
October 29, 2025: CYD Campus Conference, Bern
December 2, 2025: Trust Valley Day, Geneva
December 11, 2025: SwissCyber Initiative Community Event, HES-SO Valais-Wallis, Sion

December, 2026: Final event with all stakeholders

Ceneva Centre for

Trust Finance Forum Geneva Tech4Trust Award Lausanne Cyber Alp Retreat Davos
April 6, 2025 June 5, 2025 June 20, 2025



