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Motivation

SMEs in Switzerland are increasingly affected by cyberattacks [1]. A
survey of small business managers by gfs-zurich [2] found that 11% of
companies in Switzerland experienced cyberattacks require considerable
effort to repair the damage.

Established cybersecurity frameworks such as NIST, ISO 27001, and CIS
provide guidelines to improve information security. However, these
frameworks are intentionally abstract to enable cross-industry
application. The lack of company-specific risk references and concrete
recommendations makes implementation difficult for small and medium-
sized enterprises [3].
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This research project aims to automate basic tasks of security
consultants for Swiss SMEs using a data-driven approach. The
architecture collects security-relevant company information to create a
Digital Twin of the Organization (DTO). This digital replica serves as a
model where an LLM is tailored to perform a company-specific security
assessment. Instructions from tools and remedial measures are analyzed
via a Retrieval-Augmented Generation (RAG) system to generate
concrete implementation steps. The goal is to equip Swiss SMEs with a
tool to identify major risks and obtain specific actions to mitigate them.

Architecture

1. DT Data Collector: Uses various tools and APIs to gather as much
security-relevant data regarding a certain company as possible.

2. Based on the collected data, the system then creates a DTO of the
company.

3. The data contained in the DTO is structured in a JSON-File.

4. Leveraging a mapping between the security controls and their
corresponding paths within the DTO’s JSON structure, the system
constructs a meta-prompt that formulates a query regarding the
fulfillment of a specific control. This meta-prompt also incorporates
the relevant DTO paths required to assess whether the company has
implemented the control in question.

5. The meta-prompt will be forwarded to the Nginx server which
redirects the request to the Ollama-backend.
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Research Questions

e RQ1: What information must be included in a Digital Twin to comprehensively
cover all relevant security areas and controls, and how can this
information be collected with a high degree of automation?

e RQ2: How can we identify the correct threats and security controls given the
information about a company, in a completely automated fashion?

e RQ3: How can we generate easy-to-understand guidelines that provide SMEs
with all required information to implement the right security controls?
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“"description”: "Information about the TLS configuration of the website.",

"protocol": "E.g.: http",

"description”: "Endpoints where the website is hosted on.",

6. Once the threats have been identified, the system
formulates another meta-prompt designed to generate a set
of mitigation instructions tailored to the detected risks.
These instructions are grounded in the company’s specific
context. The RAG system may also supply supplementary
materials to enhance accuracy and reduce the risk of
hallucinations.

7. The RAG-System is in charge of matching the input-
query with the Top N resources.

8. The meta-prompt, that has been enhanced with
contextual information from the RAG-System, will be
forwarded to the Nginx server which redirects the request to
the Ollama-backend.

9. The last step in the systems pipeline: The guidelines and
instruction manuals for the user.
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Implementation

Call to Action

Get Involved - Partner with Us!

We are looking for:
Pilot companies interested in taking advantage of an automated

threat detection system

Industry partners interested in building a business case backed by
applied research

Be part of an innovative collaboration — and help advance the
cybersecurity of SMEs through practical solutions.

Interested? Talk to us today, leave your business card,
or reach out via email: ariane.trammell@zhaw.ch
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Classification of the LLM v.s. Ground Truth

Results for 3 test scenarios with 10 classification targets each.

classified as no threat

' but was a threat

classified as a threat
but was no threat

Reproducibility of the LLM ratings

The average variance of the third test scenario is 02 = 0.0403 across N = 100 runs.
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Implementing Secure
Backup Solution

Implementing Adequate
Backup Configuration for
Sensitive Data

Solving Inconsistent
Backup Types and

To address the IT-security problem Frequencies

To solve the IT-THREAT of
inconsistent backup types and

To address the IT-THREAT of
inadequate backup configuration

regarding information backup
control, we need to implement a

secure backup solution that for sensitive data, specifically for frequencies, we need to

ensures the confidentiality, the "company-secrets” and implement a standardized backup

integrity, and availability of the “contracts-data” systems, we need management system that ensures

company's data. Based on the to gather all technical all critical data is backed up

provided JSON file, here is a step- requirements from the provided
JSON file. 1. **Identify Sensitive

Data Locations**: - The “"company-

regularly and securely. Here's a
by-step instruction on how to step-by-step instruction on how to

solve the IT-threa ... achieve this: 1. **Standardize
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ol is crucial; both systems have access-control/role-based-access=1

ent Enhanced Backup Configuration:

“company-secrets”, implement a secure backup solution that includes regular, encrypt®
or "contracts-data”, review and enhance the existing “Full Backup" configuration to ensure
encryption and secure storage.

3. Utilize Encryption Software:

14. Use the identified encryption/software=AWS Key Management Service for encrypting backups of b
integrity.
15. Configure the encryption software to automatically encrypt all backup data before it is stored, usi

to authorized personnel.
16. Deploy Backup Management System:

| 7. Implement a backup management system that can handle the sensitive nature of the data, ensu
are stored for an adequate amount of time.
Configure the system to send notifications upon failure or success of backup jobs to ensure p

ment multi-factor authentication for all access to backup data, in addition to the g
ical and network access to the backup storage locations to only those whg

estoring backups from both systems to epg
nd test results for futuge
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