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Human-centered Cybersecurity @ PRIVACY"

SOCIETY

* goes beyond making systems usable
* builds on psychological foundations

* enhances match between humans and

technology

» fosters human contributions to security

Mission: from risk to resilience
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Expert-Al Collaboration
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Background @ S

SOCIETY

Cybersecurity is a complex field that constantly evolves and
a requires professionals with domain-specific knowledge and
expertise

PB Cybersecurity professionals are a scarce resource and faced
i with high workloads

@ Al systems can handle data heavy landscapes quickly and
efficiently
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Experts and Al @ e

SOCIETY

Better together?
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SECURITY
PRIVACY
SOCIETY

When combinations of humans and Al are useful (vaccaro et al. 2024) @

« Systematic review and meta-analysis of >100 experimental studies

Finding:

On average, human—-Al combinations performed worse
than the best of humans or Al alone

 When humans outperformed Al alone - performance gains in
collaboration

* When Al outperformed humans alone - performance losses in
collaboration
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Augmenting Human Expertise with Al @ PRIVACY
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But how can we design the
collaboration in the
high-stakes cybersecurity
environment?



SECURITY
PRIVACY
SOCIETY

Multi-Study Approach

:
2
¢

Provide

Explore
Transparency

Adapt Autonomy

Online Experiment

Interview Study Online Experiment
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Study 1: Explore

How to expert-Al collaboration for cybersecurity?

m

Interview study with 27
cybersecurity professionals

What are needs and requirements of
practitioners for collaborating?
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SECURITY
PRIVACY
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Professionals expressed

Al can improve their workflows
Relief from extensive and repetitive tasks
Help with more discretionary tasks

Al autonomy level depends on risk-benefit
analysis
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Study 1: Explore @ e
How to expert-Al collaboration for cybersecurity? SOCKETY

Al Autonomy Levels (based on O'Neill et al., 2022)

Autonomous \ A| /
Human Veto A\ /

Human Approval

Information Analysis Automation -\ /
Information Acquisition Automation _\/
Manual H uman
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SECURITY
PRIVACY
SOCIETY

Study 1: Explore @
How to expert-Al collaboration for cybersecurity?

Risk
* ErrorProneness
* Potential Impact
* Reversibility

Task Trust
- Capability Fit Al Autonomy * Human Control

. Urgen Experience
gency * Transparency

Benefit
* Using Al
* Employing Human
Expert
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Study 1: Explore @ S
How to expert-Al collaboration for cybersecurity? SOcIETY

 Emphasis on transparency and need for a
trust relationship with more autonomous Al
in cybersecurity

— Trust needs to be aligned with Al
capabilities
— Avoid humans overestimating Al systems

capabilities, leading to over-trust and -
reliance = misuse

— Avoid humans underestimating Al system
capabilities, leading to under-trust and -
reliance = disuse

Trust in Al

Al capabilities
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Study 1: Explore

How to expert-Al collaboration for cybersecurity?

« Emphasis on transparency and need for a

trust relationship with more autonomous Al

in cybersecurity

— Trust needs to be aligned with Al
capabilities
— Avoid humans overestimating Al systems

capabilities, leading to over-trust and -
reliance = misuse

— Avoid humans underestimating Al system
capabilities, leading to under-trust and -
reliance = disuse
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Link to paper:
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Study 2: Provide Transparency &) A
Using transparency to enhance expert-Al trust and performance

« Selection of a relevant and
critical cybersecurity task
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Study 2: Provide Transparency &) A
Using transparency to enhance expert-Al trust and performance

» Selection of a relevant and
critical cybersecurity task

« Comparison of transparent vs.
non-transparent design
-> explainable Al (XAl)

VS ..
transparent non-transparent
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Study 2: Provide Transparency

SECURITY
PRIVACY
SOCIETY

Using transparency to enhance expert-Al trust and performance

» Selection of a relevant and
critical cybersecurity task

« Comparison of transparent vs.
non-transparent design
-> explainable Al (XAl)

* Providing explanations about the
Al’s decision-making in
dashboard

* Online study with >100
cybersecurity professionals
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URL Analysis Dashboard
e ™
URL:
o progressivegrocer.com/top- stories/headlines/ busine s s-focu s/id 3 3992/united - supermarkets-launches-grundig-cookware- giveaway
Al Classification:
Non-Malicious
. /
" Features contributing mostly to Al Classificaton N
o _/
s ~
e URL $tring Analysis Domain Characteristics and Structure
Feature Value Feature Value
Entropy 4.43 Actve Time (Days) 105491
Length 121 Host Progressnaqrocer.com
Letter Count 103 Lifetime {Days) 10957
. S
4 ™
o)
Progress: 11 out of 12 URLs completed
- J
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Study 2: Provide Transparency &)
Using transparency to enhance expert-Al trust and performance

Relilance

Performance
&Task Load
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Study 2: Provide Transparency &)
Using transparency to enhance expert-Al trust and performance

* Lower trust after interaction

* No improvements in recognising false Al
classifications

Not able to foster
appropriate trust

Attitudinal trust and
behavioural reliance
do not align

No changes in
performance or task
load
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Study 2: Provide Transparency &)
Using transparency to enhance expert-Al trust and performance

* Lower trust after interaction

* No improvements in recognising false Al
classifications

Not able to foster
appropriate trust

Attitudinal trust and
behavioural reliance
do not align

« Change in attitude but not behavior
* Overreliance

No changes in
performance or task
load
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Study 2: Provide Transparency &)
Using transparency to enhance expert-Al trust and performance

* Lower trust after interaction

* No improvements in recognising false Al
classifications

Not able to foster
appropriate trust

Attitudinal trust and
behavioural reliance
do not align

« Change in attitude but not behavior
* Overreliance

No changes in
performance or task
load

« Explanations did not increase task load but
also not performance
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SECURITY
PRIVACY
SOCIETY

Study 2: Provide Transparency @
Using transparency to enhance expert-Al trust and performance

Trust, reliance and performance do not depend on
transparency per se but the complex interplay of
the Al model and the expert’s «model».
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Study 3: Adapt Autonomy &) A
Adapting Al autonomy for building appropriate trust (Ongoing)

» Make level of Al autonomy adaptable
« Aims:
— provide control to practitioners over how

collaboration should look \ Al /

— facilitate building appropriate trust A\ /
— enhance human autonomy ‘\ /

— foster situational awareness (ability to

take back control if automation fails) -

Human
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Study 3: Adapt Autonomy &) A
Adapting Al autonomy for building appropriate trust (Ongoing)

» Make level of Al autonomy adaptable

« Aims:
— provide control to practitioners over how

collaboration should look \ A| /

— facilitate building appropriate trust A\ /

— enhance human autonomy
— foster situational awareness (ability to /

take back control if automation fails) —-\ /
Information Acquisition O
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Study 3: Adapt Autonomy &) A
Adapting Al autonomy for building appropriate trust (Ongoing)

» Make level of Al autonomy adaptable
« Aims:
— provide control to practitioners over how

collaboration should look \ Al /

— facilitate building appropriate trust \ /
— enhance human autonomy A
— foster situational awareness (ability to Human Approval O

take back control if automation fails) -

Human
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So... Better Together? @ S

SOCIETY

Yes...and no

 ldentify tasks in which humans excel and outperfom Al alone
- Augment that task with Al capabilities to complement human
« Transparency is relevant for but does not automatically increase trust
- Consider match between Al model and expert «model»
» Trust builds over time and with «interaction experience»
- Consider making Al autonomy levels adaptable to model human-human trust building
» Cybersecurity is a high-stakes environment

- Consider relevance, suitability, and criticality of task
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See website: Read paper: Take part in an
interview study:
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