From Buzzword to Battlefield

The Cybersecurity Challenges of Smart Cities
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a smart city is ??7?



a smart city is

an urban territory

that uses ICT and OT

internet sensors cloud

networks actuators apps

databases OT/loT efc...

+

stakeholder partnerships

to digitize and improve its functioning

governance
operations
economy

citizen involvement
sustainability
quality of life

local & national government
private companies
academic institutions
community organizations
individuals
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Stadt Bern
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Stadtbaume im Quartier *

Acer (Mape)
Lilia (Linde,
Aesculus (Red
Chestnut)
Platanus (plane
tree)

Quercus (oak)
Carpinus
(hornbee)
Pinus (Pifer)
Fraxinus (Ash) ‘ S i 13
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OBJECT INFORMATION : W)
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Executed

no

Date of exit of approval 15.11.2021 &
Total number of probes 3 ; L » s
Probe length Total [m] 660 - /
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