From Buzzword to Battlefield

The Cybersecurity Challenges of Smart Cities
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a smart city is ??7?



a smart city is

an urban territory

that uses ICT and OT

internet sensors cloud

networks actuators apps

databases OT/loT efc...

+

stakeholder partnerships

to digitize and improve its functioning

governance
operations
economy

citizen involvement
sustainability
quality of life

local & national government
private companies
academic institutions
community organizations
individuals
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Stadtbaume im Quartier *
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Dutch Poii.ce Hacked, 63,000 Officers'

Details Exposed




Personal data stolen from Dutch
coronavirus track-and-trace programme

Data of thousands of Dutch citizens leaked from
government Covid-19 systems

COVID Test Data Breach: 1.3 Million Patient Records
Exposed Online
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Report suggests TVs are more vulnerable to
cyber-attack than other smart devices

Millions of Web Camera and Baby Monitor Feeds Are Exposed

Kaiji - a new strain of loT malware seizing
control and launching DDoS attacks




Privacylek in slimme meter
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Name Aktueller Wert
Ist Wert Vorlauf 404 °C
Soll Wert Vorlauf Heizung 40 RE
Aussentemperatur 438 °C
‘Wohnzimmer 21.58 °C
Vorlauftemperatur anpassen:
Speichertemperaturen:

¢
42 7 (o] C ©Heizkurve anpassen zum Beispiel -4 Sollwert Vorlauf wir um 4° C Kilter
.

Nachtabsenkung:

°C
ONachtabsenkung anpassen zum Beispiel: 2 Sollwert wird in der nacht von 22.00 bis 4.00 Uhr um 2°Kilter
Aktuelle Uhrzeit:

17 .10.







How Smart Wearables Could Unlock The Potential Of
Smart Cities Like Dubai

Chinese state hackers infiltrated
thousands of smart devices in the
Netherlands

'Smart’' home devices used as
weapons in website attack



giza [National Cyber  /LCSC I+l
~7|Security Centre o

Cyber Security
a part of GCHQ Centre

Communications
Security Establishment

Canadian Centre
for Cyber Security

Centre de la sécurité .
des télécommunications Natlo_nal Cyber
Centre canadien Security Centre
pour la cybersécurité PART OF THE GCSB

Cybersecurity Best Practices for

Smart Cities

Publication: April 19, 2023

United States Cybersecurity and Infrastructure Security Agency
United States National Security Agency

United States Federal Bureau of Investigation

United Kingdom National Cyber Security Centre

Australian Cyber Security Centre

Canadian Centre for Cyber Security

New Zealand National Cyber Security Centre



U.S. DEPARTMENT OF

ENERGY

Cybersecurlty Energy Security,
and Emergency Response

National Cyber-Informed
Engineering Strategy
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The diagnosis is in: Mobile health apps are bad
for your privacy

Sensitive data is moving through Android healthcare apps without adequate
protection. Researchers that many transmit information without encryption,
store files without safeguards, or share it through third-party components.
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EU delays 'chat control' law over privacy concerns

Rosie Birchard in Brussels | Beatrice von Braunschweig
10/14/2025

A proposed EU law designed to scan online communication to keep kids safe from online sexval
predators has been shelved over worries it could undermine fundamental privacy rights.
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