TLP:CLEAR

er against cyberattacks

together

OO0

S\ |

Motivate and Prepare for Cyber Crises

Swiss Cyber Storm 2025 — Resilience in a Mad, Mad World
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Our Case

» Global manufacturer with market leadership in Europe
» Operating in over 50 countries
» More than 25 production facilities worldwide

» Publicly traded

Swiss Cyber Storm

Photo by Greg Rosenke on Unsplash



TLP:CLEAR

—

i@ Budget approved.

and
still pending.

» l}, - :“i»,\\ _:‘ -“ S ;\_;-:V‘ ——':::;':<; =
v\\ S
a3 % : \ Swiss Cyber Storm 2025 4
Photo by Benjamin Child on Unsplash




@ oneconsult

together against cyberattacks

Gaps, Gaps and More Gaps!

Like many others, the information security team hired consultants to conduct
assessments and gap analyses.

Surprise: Gaps were found!

However, this did not help:
» The executive board thanked them for bringing the gaps to their attention

» They delegated the task of closing the gaps to the information security
team

» Tasked the internal auditing team with keeping an eye on it
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Definition of Success

In case of a cyber incident / crisis

v Crisis team members understand their individual roles and responsibilities.
v The Executive Board recognizes its central role in the crisis team.
v The crisis team takes leadership during (cyber) crises.
v Regular training and exercises are conducted to prepare for cyber crises.
v The Executive Board acknowledges gaps outside IT & information security.
v Business continuity management is currently lacking.

v/ Public Relations is not actively preparing for crisis communication
scenarios.

v The Legal team is not fully aware of relevant legal frameworks and
obligations.

v The crisis team recognizes that a cyber crisis is not solely a technical issue,
but a multidisciplinary challenge.
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Cyber crises don’t stop at the server room

You most likely work here

A
|
Incident Operations / P
Technology . . Communication
Crisis Team
» Take immediate actions » Establish crisis team » Reporting obligations » Map the stakeholders
» Understand the situation » Set up emergency » Stock exchange law » Shareholders
» Scope of attack operation » Data protection laws » Public
» Objective of attack > Deflnel the way back to » Contractual obligations » Employees
norma
» Root cause iati lish
> Take the business » Support .Negotlatlons > Ptretpare a;nd publis
» Everyone wants and needs perspective » Sanctions statements
more.and.more mformatl.on T » Support activities > Interéct with the medlé
» Rebuild with more security » Public statements » Monitor the conversation

» Think ahead
controls ! » Rebuild trust

» Engage law

enforcement
|

|
— Careful, this requires the involvement of the whole organization!
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Why should they care?

Understand your audience

Shareholder value j Revenue

Share price

Selling the
product

Intellectual

Reputation
Property

Manufacturing the Delivering the
product product (logistics)
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Time for a killer chart!

We must change across the organization.

Scale / volume

Criminal activity

/ Police force
Time
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The story we told them to get attention
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The story we told them to get attention
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leaks
news
contact
help
clear

progress link

download

Hacker drohen [E:
<

Schweizer [E: ngcblich von der berlichtigten

IlRansomware-Gruppe ins Visier genommen — Hacker fordern L&-
segeld oder den Riickzug I, andernfalls droht die Veréf-
fentlichung sensibler Unternehmensdaten.
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Why should they care?

Derive a tabletop exercise scenario

v

Shareholder value ) Revenue Share price

(m

° Selling the

0 .

Q

Intellectual
Property

O
()

Manufacturing the Delivering the Insider +

Ransom- product product (logistics) SAP

ware
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Do a tabletop exercise.

Make it realistic!

Get them into the right
headspace and mood.
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Claim published by the Play ransomware group
Overview Page

2 D D rurnews

CcC @ 6sa24shviTxSixdvad.onion
PLAY NEWS CONTACT

Play ransomware

, read the FAQ page.

If the company has not contacted within 72 hours after the attack, it is added to the portal.

New main links:

ipidtiumgzjsymepyuzrfqrtwskokxokqannmd6sa24shvr7xSkxdvqd.onion
[7507xvvsmAipsjhkjvbawi2q6ajegvabeSoswthuaubbykkdxkzgpid.onion

QGS Development
Unied States
www ggsdevelopment com
© views 998
added: 2025-02-03
publication date: 2025-02-08
PUBLISHED

Switzerland

© views: 798
added: 202
publication date:

Daniel Island Club
United States

Woodway USA
United States
www.danselstandciub com Www woodway. com
© views: 1022
added  2025-02-03
publication date: 2025-02-08
PUBLISHED

© views: 1058

added: 2025-02-03

publication date: 2025-02-08
PUBLISHED

Kws
United States
www kwsmig com
© views: 1054
added: 2025-02-03
publication date: 2025-02-08
PUBLISHED

DPC Development
United States
www.dpccompanies com
© views: 1034
added: 2025-02-03
publication date: 2025-02-07
PUBLISHED

1f you fail to comply, we willleak EVERYTHING and DESTROY your IT. Exposing
we will BREAK your IT. Completely. Your reputation adihe ouicad ol date it b

Proof published by the Play ransomware group

o the world, competitors, and regulatory authorities. And

Zad o no oo willinichuos BAGIC CECLDIT EaLLL

Ransom Emails

Hello

But that’s not all. WE STILL HAVE FULL ACCESS IN YOUR NETWORK.

You know what this mean. We can destroy EVERYTHING. Your systems, backups and c

Every moment you delay, it gets more expensive. We are NOT PATIENT!

more games. You know where we are, write and deliver NOW!

Ignore this, and we will make sure you regret.

Play

FAKE: EXERCISE MATERIAL
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We are Play. We have accessed your systems, taken your sensitive data and made it public.

d GONE.

Stop wasting our time. You have two choices: Pay up or leave Ukraine. No more delays, no

watson

FAKE: EXERCISE MATERIAL

Hacker drohen I
<

Schweizer - geblich von der beriichtigten
IRansomware-Gruppe ins Visier genommen - Hacker fordern L&-
segeld oder den Rickzug I, andernfalls droht die Verdf-
fentlichung sensibler Unternehmensdaten.
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Crisis Management Process
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2t Postincicent
vVerviews

Visibility,
Understanding of Risk,
and Governance

Business
Continuity

E';. Crisis Resource
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Measures Crisis declared N Team Assembly

‘ & Briefing
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A Incident
& Eradication
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Recovery

Over 130 slides of
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Questions?
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Contact

Gregor Wegberg

Head of Digital Forensics & Incident Response

Member of the Management Board

E-Mail: gregor.Wegberg@oneconsult.com
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