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Resilience in a mad, mad world
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Strategie Digitale Souveranitat der Schweiz
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Stand der Beratungen: Uberwiesen an den Bundesrat

@ ALLES ZUKLAPPEN

@ EINGEREICHTER TEXT

Der Bundesrat wird beauftragt, Bericht zu erstatten, wie er "Digitale Souveranitat" fur die Schweiz definiert; wie er den
Stand der digitalen Souveranitat unseres Landes beurteilt; welche Gbergeordnete, umfassende Strategie zur Starkung der
staatspolitisch, wirtschaftlich und gesellschaftlich als von héchster Bedeutung einzuordnende digitale Souveranitat unseres
Landes er zu ergreifen gedenkt.

Der Bericht definiert gestitzt auf diese Ubergeordnete Strategie allenfalls gesetzgeberischen Handlungsbedarf,
Prioritaten, einen Zeitplan fir die Umsetzung der notwendigen Massnahmen und macht Aussagen zur Bereitstellung der
notwendigen Mittel, um die dringendsten und erfolgversprechendsten Projekte zur Starkung/Erreichung der digitalen
Souverdnitat rasch umzusetzen.



Digital sovereignty

The ability of a state or entity to have
authoritative control over its critical
infrastructure, data, and communications,
free from unauthorized foreign influence
or exposure to vulnerabillities through data
routing beyond jurisdictional boundaries.
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Criminal Court: Microsoft's email block a wake-
up call for digital sovereignty

Microsoft blocked the email account of Chief Prosecutor of the International
Court of Justice after Trump's sanctions. Critics: “We urgently need alternatives.”

e ) @

The International Criminal Court in The Hague. (Image: ICC)

SWitCh . https://www.heise.de/en/news/Criminal-Court-Microsoft-s-email-block-a-wake-up-call-for-digital-sovereignty-10387383.html



The DNS as Critical Infrastructure

Switch_



Switch_



aWS, re:Invent Discover AWS Products Solutions Pricing Resources Q search Sign in to console

Summary of the Amazon DynamoDB Service Disruption in the Northern Virginia
(US-EAST-1) Region

We wanted to provide you with some additional information about the service disruption that occurred in the N. Virginia (us-east-1) Region on October 19 and 20, 2025. While the event
started at 11:48 PM PDT on October 19 and ended at 2:20 PM PDT on October 20, there were three distinct periods of impact to customer applications. First, between 11:48 PM on October
19 and 2:40 AM on October 20, Amazon DynamoDB experienced increased API error rates in the N. Virginia (us-east-1) Region. Second, between 5:30 AM and 2:09 PM on October 20,
Network Load Balancer (NLB) experienced increased connection errors for some load balancers in the N. Virginia (us-east-1) Region. This was caused by health check failures in the NLB fleet,
which resulted in increased connection errors on some NLBs. Third, between 2:25 AM and 10:36 AM on October 20, new EC2 instance launches failed and, while instance launches began to
succeed from 10:37 AM, some newly launched instances experienced connectivity issues which were resolved by 1:50 PM.

DynamoDB

Between 11:48 PM PDT on October 19 and 2:40 AM PDT on October 20, customers experienced increased Amazon DynamoDB API error rates in the N. Virginia (us-east-1) Region. During this
period, customers and other AWS services with dependencies on DynamoDB were unable to establish new connections to the service. The incident was triggered by a latent defect within the
service's automated DNS management system that caused endpoint resolution failures for DynamoDB.

Many of the largest AWS services rely extensively on DNS to provide seamless scale, fault isolation and recovery, low latency, and locality. Services like DynamoDB maintain hundreds of
thousands of DNS records to operate a very large heterogeneous fleet of load balancers in each Region. Automation is crucial to ensuring that these DNS records are updated frequently to
add additional capacity as it becomes available, to correctly handle hardware failures, and to efficiently distribute traffic to optimize customers' experience. This automation has been
designed for resilience, allowing the service to recover from a wide variety of operational issues. In addition to providing a public regional endpoint, this automation maintains additional
DNS endpoints for several dynamic DynamoDB variants including a FIPS compliant endpoint, an IPv6 endpoint, and account-specific endpoints. The root cause of this issue was a latent race
condition in the DynamoDB DNS management system that resulted in an incarrect empty DNS record for the service's regional endpoint (dynamodb.us-east-1.amazonaws.com) that the
automation failed to repair. To explain this event, we need to share some details about the DynamoDB DNS management architecture. The system is split across two independent
components for availability reasons. The first component, the DNS Planner, monitors the health and capacity of the load balancers and periodically creates a new DNS plan for each of the
service's endpoints consisting of a set of load balancers and weights. We produce a single regional DNS plan, as this greatly simplifies capacity management and failure mitigation when
capacity is shared across multiple endpoints, as is the case with the recently launched IPv6 endpoint and the public regional endpoint. A second component, the DNS Enactor, which is
designed to have minimal dependencies to allow for system recovery in any scenario, enacts DNS plans by applying the required changes in the Amazon Route53 service. For resiliency, the
DNS Enactor operates redundantly and fully independently in three different Availability Zones (AZs). Each of these independent instances of the DNS Enactor looks for new plans and
attempts to update Route53 by replacing the current plan with a new plan using a Route53 transaction, assuring that each endpoint is updated with a consistent plan even when multiple
DNS Enactors attempt to update it concurrently. The race condition involves an unlikely interaction between two of the DNS Enactors. Under normal operations, a DNS Enactor picks up the
latest plan and begins working through the service endpoints to apply this plan. This process typically completes rapidly and does an effective job of keeping DNS state freshly updated.
Before it begins to apply a new plan, the DNS Enactor makes a one-time check that its plan is newer than the previously applied plan. As the DNS Enactor makes its way through the list of
endpoints, it is possible to encounter delays as it attempts a transaction and is blocked by another DNS Enactor updating the same endpoint. In these cases, the DNS Enactor will retry each
endpoint until the plan is successfully applied to all endpoints. Right before this event started, one DNS Enactor experienced unusually high delays needing ta retry its update on several of
the DNS endpoints. As it was slowly working through the endpoints, several other things were also happening. First, the DNS Planner continued to run and produced many newer
generations of plans. Second, one of the other DNS Enactors then began applying one of the newer plans and rapidly progressed through all of the endpoints. The timing of these events



DNS a global resource for the Internet
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DNS a global resource for the Internet
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swisscyberstorm.com
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admin.ch
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+ admin.ch

23 Oct 2025 10:45 UTC [ W Tweet |
% dig ns admin.ch

Domain Name System

v DNS Zone ;; ANSWER SECTION:

+ DNS Records admin.ch. 2353 IN NS ins3.admin.ch.
% DNSSEC admin.ch. 2353 IN NS ins4.admin.ch.
v ORA admin.ch. 2353 IN NS ins5.admin.ch.
Email admin.ch. 2353 IN NS ins2.admin.ch.

admin.ch. 2353 IN NS insl.admin.ch.

v Mail servers

SECURE TRANSPORT (SMTP)

v TLS

+ Certificates ;; ADDITIONAL SECTION:

* MIASTS ins3.admin.ch. 2353 IN AAAA 2a00:c38:2:28:0:ffff:d467:4855
) ;:i,EPT ins1.admin.ch. 902 IN A 162.23.22.32

X

ins2.admin.ch. 902 IN A 162.23.23.32
j”;:im'cmo“mpo““ ins3.admin.ch. 902 IN A 212.103.72.85
+ DMARC ins4.admin.ch. 2353 IN A 162.23.22.34

ins5.admin.ch. 2353 IN A 162.23.23.34
WWW

PROTOCOLS
v HTTP (80)
v HTTPS (443)



Nestlé (nestle.ch)

Registrants

CGustomers who register
domain names.

Cyberstorm

Switch

Registrars
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% dig nestle.ch ns

;; ANSWER SECTION:

nestle.ch. 3409 IN NS eurdns1.nestle.com.
nestle.ch. 3409 IN NS amsdns1.nestle.com.
nestle.ch. 3409 IN NS aoadns]1.nestle.com.
nestle.ch. 3409 IN NS ctrdns1.nestle.com.

;; ADDITIONAL SECTION:

amsdns1.nestle.com. 58828 IN AAAA 2001:502:131f::29a
aoadns]l.nestle.com. 58828 IN AAAA 2610:a1:1015::29a
ctrdns1.nestle.com. 58828 IN AAAA 2610:a1:1014::29a
eurdns]l.nestle.com. 58828 IN AAAA 2001:502:4612::29a
amsdns1.nestle.com. 58828 IN A 204.74.66.154
aoadns]l.nestle.com. 58828 IN A 204.74.67.154
ctrdnsl.nestle.com. 58828 IN A 204.74.110.154
ceurdns].nestle.com. 58828 IN A 204.74.111.154
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Geopolitical Considerations
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Geopolitical Dependencies

Can geopolitical tensions force IANA (ICANN) to
remove a TLD from the root zone file?
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